BUnadarski
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1. Formali

Rafraen skilriki samanstanda af Einkalykli (Privat key) og Dreifilykli (Public key).
Einkalykillinn er buinn til af eiganda skilrikisins og er hjartad i skilrikinu.
Hann ma aldrei senda 68rum en peim sem eiga ad sysla med skilrikid fyrir hond fyrirtaekisins.

Dreifilykillinn er gefinn ut af Audkenni med milliskilrikinu Fullgilt audkenni og hann ma senda hverjum sem er eins og t.d.
bénkunum.

begar sétt er um Bunadarskilriki parf umsaekjandinn ad Gtbua svokallad CSR (Certificate Signing Request). CSR er svo notad
vid framleidslu a Dreifilyklinum. Pegar CSR er Gtbuid verdur einkalykill skilrikjanna til 8 somu tolvu i leidinni.

Notendur sem treysta sér ekki til ad utbua CSR sjalfir eiga kost 4 ad bidja Audkenni um ad Utbua pad fyrir sig gegn veegu
gjaldi. Umsaekjandi hakar pa i reitinn: ,,Eg vil ad Audkenni geri CSR“.

Audkenni maelir med pvi ad umsaekjandi Utbui CSR sjalfur, pad er audveldara en flestir halda og nanari leidbeiningar um pad
eru nedar i pessum leidbeiningum.

Hvernig saeki ég um bunadarskilriki?

Ferlid gengur pannig fyrir sig ad umsakjandi banadarskilrikja fyllir it umséknarform a vefsidu Audkennis:
https://www.audkenni.is/fyrirtaeki/skilriki-fyrirtaekja/bunadarskilriki/umsokn-um-bunadarskilriki/

i umsékninni parf ad skilgreina taeknilega tengilid og forrddamann/prékuiruhafa fyrirtaekis.
Vardandi CSR eru tveer leidir i bodi:
1. Umsakjandi Utbyr CSR sjalfur og setur pad i umsoknarformid. (Audkenni maelir med pvi)
2. Umsakjandi velur ad Audkenni Utbui CSR.

1. Umsakjandi gerir CSR

Ef umsokn er sampykkt framleidir Audkenni dreifilykilinn fyrir skilrikid. Audkenni sendir taeknilegum tengilid cer skra sem
inniheldur dreifilykilinn. Ef milliskilrikid Fullgilt audkenni og rétarskilrikid Islandsrot eru ekki pegar til stadar a télvunni parf
umsaekjandi ad setja pau inn. Nanari leidbeiningar um pad hér nedar i skjalinu. Umsaekjandi keyrir cer skranna med
dreifilyklinum A SOMU TOLVU og hann bjé til CSR skranna. Wisard leidir keyrsluna afram og bindur dreifilykilinn vid
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https://www.audkenni.is/fyrirtaeki/skilriki-fyrirtaekja/bunadarskilriki/umsokn-um-bunadarskilriki/

einkalykilinn og setur skilrikid i skilrikjageymslu télvunnar. NU er skilrikin uppsett a télvunni. Haegt ad flytja (export) skilrikid
ut i pfx skra og setja upp a fleiri vélum.

2. Audkenni gerir CSR

Ef umsdkn er sampykkt framleidir Audkenni einka- og dreifilykilinn fyrir skilrikid. Audkenni sendir taeknilegum tengilid pfx
skra i 6ruggum skraarflutningi sem inniheldur dreifi- og einkalykil &samt milliskilriki og islandsrét. Skrain er varin med
lykilordi sem Audkenni Utbyr og gefur taeknilega tengilidnum upp. Umsaekjandi keyrir pfx skranna a peirri vél sem skilrikin
eiga ad vera a. Wisard leidir keyrsluna afram og setur skilrikin upp i skilrikjageymslu télvunnar. Haegt er ad setja skilrikin upp
a fleiri vélar ef parf.

2. Umsoknarform utfyllt, CSR Utbuid og einkalykill verdur til

Umsaekjandi parf ad fylla it umsdéknarformid.

Logbaer fulltrai parf ad hafa prokaru a fyrirtaekid eda umbod fra slikum.
Taeknilegur tengilidur er sa sem Audkennis sendir bunadarskilrikid a.

Tolvupdstar eru sendir & netfong l6gbaera fulltrdans og teeknilega tengilidinn. beir purfa ad smella 4 hlekkinn ,,STADFESTA
NETFANG“ sem er i postunum.

Audkenni kannar prékudru l6gbaers fulltria.

Umsdknarskjal er sent i rafraena undirritun til 16gbaers fulltria.

Ef prékura er til stadar, umsoknarskjal undirritad, forrddamadur og teeknilegur tengilidur bunir ad smella a hlekkina i
télvupdstunum er umsdknin sampykkt og skilrikin sent 4 taeknilegan tengilid.

(Ef umsaekjandi fer pa leid ad fa Audkenni til ad utbua CSR ma sleppa pessum kafla)

CSR (Certificate Signing Request) er hjartad i skilrikjunum. begar pad pessi beidni er buin til verdur til einkalykill (privat key)
skilrikjanna. Hann vistast sjalfkrafa i skilrikjageymslu télvunnar undir méppu sem heitir Certificate Enrolment Requests. Eftir
ad Audkenni gefur ut dreifilykilinn (public key) Ut fra CSR beidninni er hann settur upp @ sému t6lvu og CSR beidnin var gerd.
i uppsetningarferlinu a dreifilyklinum finnur hann sjélfkrafa einkalykilinn og Gtkoman verdur skilriki sem inniheldur baedi
einka- og dreifilykil.

bpegar umsdknarformid er fyllt Gt verdur til pad sem vid kollum ,,uppskrift” ad CSR.

Umsaekjandi parf ad setja inn kennit6lu fyrirtaekis og velja Common Name (CN) fyrir skilrikin.

CN er pad sem birtist pegar skilrikin eru skodud i skilrikjageymslu télvunnar og pvi gott ad hafa pad lysandi fyrir skilrikid. CN,
Kennitala og nafn fyrirtaekis (tekid ur pjédskrd) eru tekin ar forminu og notud asamt fleiru til ad Utbua pessa uppskrift.
Uppskriftin er birt i skrefi 2 i umsdknarforminu.

Hér fyrir nedan er deemi um slika uppskrift:

cd\

c

mkdir csr

cdcsr

chep 1252

echo [NewRequest] > 5210002790.inf

echo Subject = "CN=Audkenni-Préfun;SERIALNUMBER=5210002790;0=Audkenni ehf." >>5210002790.inf
echo X500NameFlags = 0x40000000 >> 5210002790.inf
echo KeySpec = 1 >>5210002790.inf

echo KeylLength = 2048 >> 5210002790.inf

echo Exportable = TRUE >>5210002790.inf

echo MachineKeySet = FALSE >>5210002790.inf

echo SMIME = False >>5210002790.inf

echo PrivateKeyArchive = FALSE >>5210002790.inf
echo UserProtected = FALSE >> 5210002790.inf

echo UseExistingKeySet = FALSE >>5210002790.inf
echo ProviderName = "Microsoft RSA SChannel Cryptographic Provider" >> 5210002790.inf
echo ProviderType = 12 >> 5210002790.inf

echo RequestType = PKCS10 >>5210002790.inf

echo KeyUsage = Oxe0>> 5210002790.inf

echo HashAlgorithm = sha256 >> 5210002790.inf

cmd /c "certreq -new 5210002790.inf 5210002790.txt
del 5210002790.inf

type 5210002790.txt

CSR framleitt!



Umsazekjandi parf ad afrita pennan texta, opna Command Promt (cmd) a télvunni og lima (paste) textann par inn. Best ad
nota ctrl+v til ad lima.

Til ad opna Command Promt skaltu yta &4 windows takkann (vinstra megin vid bil slanna), skrifadu cmd og yttu a enter til ad
opna command promt.

Um leid og buid er ad afrita uppskriftina inn i Command Promt gluggann fer vinnsla i gang sem utbyr einkalykilinn og birtir
svo CSR beidnina & skjanum. CSR er einnig vistad sem textaskra i moppu a C: drifi télvunnar sem heitir csr, skrdin faer
kennitolu fyrirtaekis sem nafn.

CSR parf svo ad afrita og lima inn i umsdéknarformid og halda afram i naesta skref.

Hér fyrir nedan er deemi um hvernig CSR litur at:

————— BEGIN NEW CERTIFICATE REQUEST-----
MIIDrDCCApQCAQAWUEMMCQGAIUECgwdVGVycmEgdWI1odmVyZmlzw75qw7NudXNO
YSBoZi4xEzARBgNVBAUTCjQxMDI4MzAzNDkxEzARBgNVBAMMCkFyaW9ulLUxhdW4w
ggEIMAOGCSqGSIb3DQEBAQUAA4IBDWAwWggEKA0IBAQC3039YoT/g1VzWtlcj2iuH
JNxi4CgUal3MGcMq6SbCZSrPLOp2tYEme+RF8sujX311AwjxMASzgMLeS8RRaN6Mt
YpsZ5BRMA40OYNI1FL+PGspGOv9ksOfC5j9Fk40sswRqebR6cAIR13Xi5hsEohrtOwn
IQOHCi8uhUNOyIpTj/WpCafEd/YchhZdxnjEbx8nlpVkcsngdFaR3firXpeOgic))
KoZIhveNAQELBQADggEBAEIHqE683DUycpZnGeozoKIGI1uNZy8+k7xgHHtMrMLsA
plewkIWgBIS/1zEzaEanMIrnT+2V3fHMZEp86N6+FL5LM2XIs+b4Bk52C/UP/z6S
2R6MA4dHdqRY1bpPQhcO7IwUXjLpmAIwWFOxL+kyFA16mfZ01k4pzulgN4yOMXsMWq
bzeOC92vgUvgBwNkyfL+psn1ly9i2pjVvd1f7eTxkZ/R39yenbMI30sXmzJQuFjt
JRUGSZSKCIYIuUuzRNwtaXIb1I6REYp08DXwi4XIQn/iidg/sdm+P+mP+OdMRH6
Nx2wlttPQ1Cty9/FGDs097QGqcnSCg4Enli3+likpavY=
————— END NEW CERTIFICATE REQUEST-----

3. {slandsrot og milliskilrikid Fullgilt audkenni sett upp & télvunni

Til ad bunadarskilrikin virki parf rétarskilrikid Islandsrot 2021 og milliskilrikid Fullgilt audkenni 2021 ad vera til stadar &
tolvunni. Ef bunadarskilriki hafa ekki verid til stadar adur a tolvunni er vidbuid ad pad purfi ad setja inn Islandsrot 2021 og
Milliskilriki (Fullgilt audkenni 2021). Oruggast er ad skoda skilrikjageymslu télvunnar til ad kanna hvort petta vanti.

Notast er vid Microsoft Management Console (mmc) til ad skoda skilrikjageymslu télvunnar.
1. Til reesa mmc skal yta @ windows takkann (vinstra megin vid bil slanna).

2. SIadu inn mmc 4 lyklabordid an pess ad velja neitt.
3. mmc taknid setti ad sjast, smelltu a pad.

4. mmc zetti ad reesa sig og opna Console glugga.

mmc
Run command

Console gluggi:
1. Veldu File. 2. Veldu Add/Remove Snap-in...
Add or Remove Snap-ins gluggi opnast

& Consolel - [Console Root] — ] %
@ File_ Action View Favoritss Window Help &%
& Ctrl+N
= e Curl+0

Actions
Save Ctrl+5S

. i N
1 There are no items o show in this view. Console Root

Save As...

More Actions
Ctrl+M

Enables you to add snap-ins to of remove them from the snap-in console.




Add or Remove Snap-ins gluggi:
1. Veldu Certificates. 2. Veldu Add > 3. Smelltu @ OK hnapp

EMOVE

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ins:
Snap-n Vendor ~ [ console Root Edit Extensions. ..
= ActiveX Control Microsoft Cor... @ Cextficales - Cmenl et R
=1 Emove
Amﬁorizaﬁon Manager Microsoft Cor...
B Certificates Microsoft Cor...
#: Compone Microsoft Cor... Move Up
_g'-Compuber . Microsoft Cor... -
% Device Ma Microsoft Cor... PTEn Mlovclon
|| DFS Managemekt Microsoft Cor. ..
i Disk Managemen Microsoft and...
@ Event Viewer Microsoft Cor...
__|Folder Microsoft Cor. ..
_%J' Group Policy Object 'I Microsoft Cor...
.@. IP Security Monitor Microsoft Cor... 2
.g IP Security Policy M...  Miqosoft Cor... A
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or 8 computer.

3
ﬂ OK Cancel

Add or Remove Snap-ins gluggi hverfur og nu er Certificates komid i Console gluggann.

EConsotﬂ - [Console Root]
[; File Action View Favorites Window Help
== = H&E

_| Console Root Name

Certificates - Current User G Certificates - Current User

Smelltu & orina vinstramegin vid skilrikjataknid undir Console Root til ad sprengja Ut menu tréd.
ba a petta ad lita svona ut:

EaCOnsnlﬂ - [Console Root]
E File Action View Favorites Window Help
L ol 2 = H&E

_| Console Root Name
v il Certificates - Current User
_| Personal
~| Trusted Root Certification Authorities
_| Enterprise Trust
1 Intermediate Certification Authorities
_| Active Directory User Object
[] Trusted Publishers
| Untrusted Certificates
» [ Third-Party Root Certification Authorities
~| Trusted People
"] Client Authentication Issuers
| Other People

L3 Certificates - Current User

| CurrentUser

_| Dokobit

1 ISIGN

_| Local NonRemovable Certificates
| LocalMachine

~| MSIEHistoryJournal

| Certificate Enrollment Requests
| Smart Card Trusted Roots




Rétin Islandsrot 2021 & ad vera undir Trusted Root Certification Authorities/Certificates:

Ii Console1 - [Console Root\Certificates - Current User\Trusted Root Certification Authorities\Certificates]

File Action View Favoritess Window Help
ol AN B @z

_| Console Root
v j Certificates - Current User
v [ Personal
| Certificates
v || Trusted Root Certification Authorities
| Certificates
~| Enterprise Trust
" Intermediate Certification Authorities
_| Active Directory User Object
| Trusted Publishers
| Untrusted Certificates
_ Third-Party Root Certification Authorities
_| Trusted People

| Client Authentication Issuers

Issued To

=5l Go Daddy Root Certificate Auth...
[=5] GTE CyberTrust Global Root

5] Hotspot 20 Trust Root CA - 03
Salislandsrot

alislandsrot

[lislandsrot 2021

[S5lIslandsrot profun

[S5lislandsrot profun test
gllslandsrot Test 2021

[5]1SRG Root X1

5] Microsec e-Szigno Root CA 2009
=gl Microsoft Authenticode(tm) Roo..

Ath. pad er edlilegt ad parna sé fullt af 6drum skilrikjum.

Issued By
Go Daddy Root Certificate
GTE CyberTrust Global
Hotspot 2.0 Trust Rogf CA - 03
Islandsrot

Islandsrot
Islandsrot 2021

Islandsrot profun

Islandsrot profun test

Islandsrot Test 2021

ISRG Root X1

Microsec e-Szigno Root CA 2009
Microsoft Authenticode(tm) Root ...

Expiration Date
31122037
1382018
8122043
2122055
2052048
9.9.2051
2322050
20.2.2059
10.3.2056
462035
30122029
31121999

Milliskilrikid Fullgilt audkenni 2021 & ad vera undir Intermediate Certification Authorities/Certificates:

E Console1 - [Console Root\Certificates - Current User\Intermediate Certification Authorities\Certificates]

File Action View Favorites Window Help
o9 2@ 0 6=
~| Console Root Issued To Issued By Expiration Date

v j Certificates - Current User
_| Personal
"] Trusted Root Certification Authorities
_| Enterprise Trust
v [ Intermediate Certification Authorities
_| Certificate Revocation List
| Certificates
_| Active Directory User Object
| Trusted Publishers
_| Untrusted Certificates
| Third-Party Root Certification Authorities

Ef skilrikin eru ekki i skilrikjageymslunni parf ad setja pau upp.

[ Entrust Class 2 Client CA

=l Fullgilt audkenni

5 Fullgilt audkenni

5] Fullgilt audkenni 2021

S5l Fullgilt audkenni profun test
[ Fullgilt audkenni Test

[ Gandi Standard SSLCA 2

Haegt er ad saekja skilrikin 4 repo.audkenni.is
Islandsrot 2021: https://repo.audkenni.is/Skilriki/rotarskilriki.cfm

=] Entrust Certification Authority - ..
[ Entrust Certification Authority - ..

=5l Entrust.net Certification Authorit...

Entrust.net Certification Authork

Islandsrot
Islandsrot
Islandsrot 2021
Islandsrot profun test
Islandsrot Test 2021

USERTrust RSA Certification Author...

Fullgilt audkenni 2021: https://repo.audkenni.is/Skilriki/milliskilriki.cfm

pad parft ad setja upp baedi skilrikin og pad er sama adferdin vid ad setja pau upp.

bu vistar .cer skranna fra repo.audkenni.is a télvunni, i pessu deemi var skrain vistud i dowload mdéppuna hja notanda.
Naest ferdu i mmc og haegrismellir & Certificate méppuna undir Trusted Root Certification Authorities og velur All Tasks/Import

~| Console Root
v [l Certificates - Current User

Issued To

5] AAA Certificate Services

- Personal ; N 5JAC RAIZ FNMT-RCM

v Tfusée!:t lfocl Certification Authorities LQJAC RAIZ ENMT-RCM

3 Certifizt
1 Enterpris All Tasks D Import... °
Intermed nauTrustextertarca oot

= Active Di View > MfirmTrust Commercial
2 Trusted f New Window from Here judkenni-RDC-MSCA-CA
1 Untruste New Taskpad View.. \ud‘kennisrot
_ Third-Pa 3altimore CyberTrust Root
| Trusted | Refresh 3uypass Class 2 Root CA
_| Client Al Export List... 3uypass Class 3 Root CA
_| Other Pe Certification Authority of V
1 AdobeCe Help Lertum CA
| CurrentUser 53] Certum Trusted Network G
~| Dokobit (=) Class 3 Public Primary Certi
ol ISIGN 5] COMODO ECC Certificatior
~| Local NonRemovable Certificates [53]COMODO RSA Certificatior

I LocalMachine
~| MSIEHistoryJournal
| Certificate Enrollment Requests
~| Smart Card Trusted Roots
4,}] Certificates (Local Computer)

ba opnast Certification Import Wizard

5] Copyright () 1997 Microso
(=] DigiCert Assured ID Root C
[ DigiCert CS RSA4096 Root ¢
= DigiCert Global Root CA
[ DigiCert Global Root G2

11.11.2021
5.12.2030
12.11.2021
24.7.2029
16.11.2032
6.6.2023
992036
21.11.2032
10.3.2051
11.9.2024


https://repo.audkenni.is/Skilriki/rotarskilriki.cfm
https://repo.audkenni.is/Skilriki/milliskilriki.cfm

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation lists
from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity and
contains information used to protect data or to establish secure network connections. A
certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, click Next.

Next Cancel

Current User er valid og pannig a pad ad vera, smelltu & Next hnappinn.

File to Import
Specify the file you want to import.

File name:
C:\Users\sg.AUDKENNI\Downloads\Islandsrot2021.cer Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.SST)

Smelltu & Browse... hnappinn og browssadu a Islandsrot2021.cer skrdnna sem pu séttir a repo.audkenni.is i pessu deemi er pad i download
md&ppunni. Smelltu svo & Next.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

O Automatically select the certificate store based on the type of certificate

(@ Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities Browse...

barna skalltu ekki breyta neinu, smelltu a@ Next.



Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:

(= SIS OO S S UVES S  Trusted Root Certification Authorities

Content Certificate
File Name C:\Users\sg.AUDKENNI\Downloads\Islandsrot2021.ce|
< >

pa kemur Competing the Certificate Import Wizard og pu smellir a Finish.
Glugginn hverfur og eftir stutta stund kemur minni gluggi sem segir:
The import was successul.

o The import was successful,

oK

Ef verid er ad setja upp Islandsrot 2021 i fyrsta skipti kemur vidvorunargluggi upp sem i stuttu mali er ad spyrja hvort pu viljir
treysta rétinni. Smelltu & Yes til ad segja tolvunni ad treysta rétinni. Ef ekki er smellt @ Yes treystir tolvan ekki Islandsrot 2021
og pa munbunadarskilrikid ekki virka @ pessari télvu.

You are about to install a certificate from a certification
! authority (CA} claiming to represent:

Islandsrot

‘Windows cannot validate that the certificate is actually from
“Islandsrot”, You should confirm its origin by contacting
“Islandsrot”, The following number will assist you in this
process:

Thumbprint (shal): 9965F6AF 08D9BCSE 21054AF2 B343C198
T2D94AED

‘Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes® you acknowledge this risk.

Do you want to install this certificate?



4. Bunadarskilrikid sett upp a tolvunni

Taeknilegur tengilidur ztti ad vera buinn ad fa .cer skra senda fra Audkenni. bessa skra ma alveg senda bonkum og fleirum
par sem han inniheldur ekki einkalykil skilrikisins. Sumir bankar vilja fa pessa skra senda pegar verid er ad setja upp ny

bunadarskilriki.

Skrain er keyrd & somu vél og CSR var Gtbuid a. Dreifilykillinn finnur einkalykilinn sem er pegar a télvunni og saman mynda

peir nytt bunadarskilriki.

Haegt er ad skoda skranna med pvi ad tvismella & hana. Hln ad lita svipad Ut og hér fyrir nedan.

R R

General petails Certification Path General Detalls  Certification Path
Show: | <all> ~
§ Certificate Information
-
This certificate is intended for the following purpose(s): Fieid Value

+ Al applcation policies [ seriel number tha7dt
=] signature algorithm sha2SERSA
=] signature hash algorithm sha2ss
=] rssuer Fullgit audkenni, Utgefandi ...
=] valid from fimmtudagur, 3. oktdber 2018 ...

*Refer to the certification authority's statement for details. [l valid to laugardagur, 3. oktdber 2020 ...

[Elsubject Augkenni bréun, 5210002790,...

Tssued to:  Audkenni bréun [Elpuhic ke RSA 5N48 Ritsy he
[N = Augkenni Préun

Tssued by: Fulgitaudkenni SERTALNUMBER, = 5210002790
OU = Audkenning og undirritun
OU = Bunadarskiriki

Valid from 3.10.2013 to 3.10.2020 c=1s
0 = Augkenni ehf.

Instal Certficate...| Issuer Statement
Edit Properties... Copy to File...
oK
oK

General Details Certification Path

Certification path

;) Islandsrot
5] Miliskirki (Fullgit audkenri)
© 5] Augkenni Fréun

View Certificate

Certificate status:

Fws certificate is OK.

oK

Til ad keyra skranna skal haegri smella @ hana og velja Install Certificate. ba opnast Certificate Import Wizard glugginn.

Certificate Import Wizard glugginn:

Haegt er ad velja milli Current User eda Local Machine skilrikjageymslu. [ leidbeiningunum fyrir CSR var notast vid Current

User. bad verdur ad vera pad sama svo vid holdum okkur &fram vid pad hér.
Smelltu & Next.

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autherity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(®) Current User
(O Local Machine

To continue, dick Next.

Cancel

Veldu Automatically select the certificate store based on the type of certificate og smelltu 4 Next



& L¢ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

Certificate Store Selected Automatically determined by the wizard
Content Certificate

Glugginn hverfur og ef allt er edlilegt birtist pessi gluggi eftir nokkrar sekandur.

Smelltu @ OK og hann hverfur.

Skilrikid aetti ni ad vera uppsett a pessari tolvu. o The impart was successful.
Til ad gulltryggja ad allt sé eins og pad & ad vera borgar sig ad skoda skilrikid.

pad & ad vera undir Personal/Certificates. o

g4 File Action View Favorites Window Help
o | nE 4 EXE= HE
| Console Root
v _Q}J Certificates - Current User
w [ | Personal
| Certificates
| Trusted Root Certification Authorities
| Enterprise Trust
| Intermediate Certification Authorities
| Active Directory User Object
~| Trusted Publishers
| Untrusted Certificates

=
lssued To Issued By
Audkenni Préfanir Fullgilt audkenni g

Tvismelltu a skilrikid og pa faerdu pessa mynd:

R

General Details  Certification Path

g Certificate Information

This certificate is i ded for the followi {s)
« All application polices

*Refer to the certification authority’s statement for details.

Issued to: Audkenni ehf,
Issued by: Fuligilt audkenni

Valid from 1. 10,2019 to 1. 10,2020

' fou have  private key that corresponds to this certificate.

Issuer Statement

pad verdur ad standa: You have a private key tha corresponds to this certificate

Naest skaltu velja Certification Path flipann b3 a petta ad lita ut eins og hér a myndinni, Islandsrot — Fullgilt audkenni — bitt
skilriki



R
General Details Certification Path

Certification path

5 Islandsrot
-1 Fullgilt audkenni
-5 Nafn skilrikis

v Certificate

Certificate status:

‘This certificate is OK.

OK

Ef pad er raudur kross yfir Islandsrot eda Fullgilt audkenni parf ad setja pau skilriki 4 télvuna.
Ef allt litur edlilega Ut er haegt er ad flytja Ut skilrikid ut i pfx skra og setja upp a fleiri télvur. Sja leidbeiningar um pad hér
fyrir nedan.

5. Setja skilrikin a fleiri vélar - Flytja bunadarskilrikin Ut i pfx skra:
Ef setja parf upp skilrikid a fleiri tolvur er haegt ad flytja pad Ut i pfx skra med einkalyklinum, dreifilyklinum, milliskilriki og rét
4 einfaldan hatt. i mmc Console skaltu haegrismella & bunadarskilrikid og velja: All Tasks > Export...

T File Action View Favorites Window Help
= | gn §dXEEHE

1 Console Root Issued To Issued By Expiration Date  In
v & Cmp‘f“msl' panentises 5l Akvogen Iceland Troustur bunadur 15.8.2018 P
= \e“cm:_f_ z Sl Alvotech binadarskilriki Traustur bunadur 7.9.2017 <

ertificates
e Sl Arctica Traustur bunadur 26.4.2018 <

" Trusted Root Certification Authorities Ml
- 251 AudkennTest Traustur bunadur 8.6.2020 <

| Enterprise Trust

<

| Intermediate Certification Authorities
| Active Directory User Object

Sl Audkenni Traustur bunadur 16.5.2018
= gilt audkenni profun test

Axhugbnaa Open

= Trusted Publishers stur bunadur 13.5.2017 <
“ Untrusted Certificates Lleitar chf Al Tasks > Open b
| Third-Party Root Certification Authorities || alBunadarski <
= Trusted People [Bunadarski Cut Request Certificate with New Key... <
“ Client Authentication Issuers L,lBinadarski Copy Renew Certificate with New Key... <
A= e Advanced Operations al
“| Local NonRemovable Certificates GlBanadarski Finperties Bpot.. [ <
_| MslEHisterylournal [Z)Binadarski Help StUF BURadur SEZ0T <
| Certificate Enrollment Requests ;;Eﬂnaﬁar;kmmv-rmnnwv—vmﬂstufhLmEdLlf 13.2.2021 <
=] Smart Card Trusted Roots [.]Binadarskilriki Sparisiédur Aust... Traustur bunadur 16.5.2021 <

ba opnast Certificate Export Wisard glugginn: Smelltu 4 Next. Veldu: Yes, export the private key

€ L¢ Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
(®) Yes, export the private key

One t expart the private key

10
Cancel



Smelltu & Next

1. Hakadu i Password:
2. Veldu traust lykilord. Pad verndar skranna og notast pegar skilrikin eru sett upp a annarri tolvu.
3. [ Encryption: skaltu hafa pad sem er sjalfgefid, TripleDES-SHA1

& ¢ Certificate Export Wizard

Security
To maintain security, you must protect the private key to a security principal or by
using a password.

[JGroup or user names (recommended)

Passnord:

Confirm password:

Encryption: | TripleDESSHAL v

Smelltu & Next

pa er komid ad pvi ad velja hvar skilrikid er vistad a tolvunni.

Smelltu 4 Browse, pa opnast annar gluggi. Veldu hvar skilrikid er vistad og nafn 4 skranna.
Smelltu 4 Save og pa lokast glugginn.

Sl6din og nafnid & pfx skranni er i File name: svaedinu i Certificate Export Wisard glugganum.

& L* Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:
Ci'Flutningur\Cert|audkenniProfanir phe Browse. .

Cance

Smelltu & Next og svo Finish. Litill gluggi birtist med: The export was successful, smelltu a OK, badir gluggar lokast og pa &
skilrikid asamt skilrikjakedju ad vera vistad i pfx skra par sem pu valdir ad vista hana.

Til ad setja skilrikin upp @ annarri tolvu er tvismellt & pfx skrdnna og pa opnast Certificate Import Wizard. Allir valmoguleikar
eru hafdir sjalfgefnir (default) og einfaldlega smellt & Next 2x, lykilord sem buid var til pegar pfx skrain var utbuin slegid inn.
Smellt & Next 2x og svo Finish. P4 eru skilrikin uppsett med islandsrét og milliskilrikinu Fullgilt audkenni  télvunni.

6. Bokhaldskerfi og bankar

Ef pu ert ad nota bunadarskilrikin i samskiptum milli bokhaldskerfis og banka borgar sig ad hafa
samband vid pa banka sem pu ert ad tengjast vid. Sumir peirra purfa ad vita af pvi ef komin eru ny
bunadarskilriki og sumir vilja fa sendan dreifilykilinn fyrir skilrikid, .cer skrdnna sem er i lagi ad senda
peim.
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7. Innskraning med rafraeenum skilrikjum a vefsvaedi

Pjénustuveitendur sem nyta rafraen skilriki til innskraningar a sin vefsveedi purfa ad setja upp
bunadarskilriki og Audkenni parf ad skra dreifilykil pess i sin kerfi. Innskraning VIRKAR EKKI nema
pbjénustuveitandi sendi Audkenni afrit af dreiflykli skilrikisins. Ef pjonustuveitandi setur upp nytt
bunadarskilriki VERDUR ad senda Audkenni afrit af nyja dreifilyklinum.

8. Adstod

Ef pu lendir i vandraedum og pessar leidbeiningar eru ekki ad duga pa getur pu haft samband vid
Audkenni i sima 530-0000 eda i télvupdsti audkenni@audkenni.is
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