Equipment Certificate — Instructions

Instructions for Windows users.
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1. Introduction

Electronic certificates consist of a Private Key and a Public Key.

The private key is generated by the certificate holder and is the core component of the certificate.
It must never be shared with anyone other than those authorised to manage the certificate on behalf of the company.

The public key is issued by Audkenni together with the intermediate certificate Fullgilt audkenni and may be shared freely,
for example with banks.

When applying for an Equipment Certificate (Bunadarskilriki), the applicant must generate a CSR (Certificate Signing
Request). The CSR is used to produce the public key. At the same time as the CSR is created, the private key is generated on
the same computer.

Applicants who do not feel confident creating a CSR themselves may request Audkenni to generate it on their behalf for a
small fee. In that case, the applicant selects the option:
“l want Audkenni to generate the CSR.”

Audkenni recommends that applicants generate the CSR themselves. This process is easier than many expect, and detailed
instructions are provided later in this document.

How do | apply for an Equipment Certificate?

The application process is as follows:
The applicant completes the Equipment Certificate application form on the Audkenni website:
https://www.audkenni.is/en/information/company-registration-certificate/application-for-equipment-certificate

In the application, the applicant must specify:
® 3 Technical Contact, and
e an Authorised Representative / company signatory.


https://www.audkenni.is/en/information/company-registration-certificate/application-for-equipment-certificate

Regarding the CSR, two options are available:
1. The applicant generates the CSR themselves and enters it into the application form (recommended by Audkenni).
2. The applicant chooses to have Audkenni generate the CSR.

Option 1: The applicant generates the CSR
Once the application is approved, Audkenni generates the public key for the certificate.
Audkenni sends a .cer file containing the public key to the Technical Contact.

If the intermediate certificate Fullgilt audkenni and the root certificate /slandsrét are not already installed on the computer,
they must be installed first. Detailed instructions are provided later in this document.

The applicant runs the .cer file containing the public key on the same computer where the CSR was generated.
The installation wizard completes the process by binding the public key to the existing private key and installing the
certificate into the computer’s certificate store.

At this point, the certificate is installed on the computer.
The certificate can then be exported to a .pfx file and installed on additional machines if required.

Option 2: Audkenni generates the CSR
Once the application is approved, Audkenni generates both the private key and the public key for the certificate.
Audkenni sends the Technical Contact a .pfx file via a secure file transfer.
The file contains:
e  the private key
e the public key
e theintermediate certificate (Fullgilt audkenni)
e the root certificate (fslandsrot)
The file is protected with a password generated by Audkenni, which is provided to the Technical Contact.
The applicant runs the .pfx file on the computer where the certificate is to be installed.
The installation wizard completes the process and installs the certificate into the computer’s certificate store.
The certificate may be installed on additional machines if required.

2. Completing the application form, generating the CSR, and creating
the private key

The applicant must complete the application form.

An Authorised Representative must have signed authority for the company or hold a valid power of attorney.

The Technical Contact is the person to whom Audkenni sends the Equipment Certificate.

Emails are sent to the email addresses of both the Authorised Representative and the Technical Contact.

Both must click the “CONFIRM EMAIL ADDRESS” link contained in the emails.

Audkenni verifies the signing authority of the Authorised Representative.

The application document is then sent to the Authorised Representative for electronic signature.

If signing authority is confirmed, the application document is signed, and both the Authorised Representative and the
Technical Contact have confirmed their email addresses, the application is approved and the certificate is sent to the
Technical Contact.

CSR (Certificate Signing Request)

(This section can be skipped if the applicant has chosen to have Audkenni generate the CSR.)

The CSR is the core component of the certificate.

When the CSR is generated, the certificate’s private key is created at the same time. The private key is automatically stored
in the computer’s certificate store under Certificate Enrolment Requests.

Once Audkenni issues the public key based on the CSR, it is installed on the same computer where the CSR was created.
During the installation process, the system automatically locates the private key, resulting in a certificate that contains both
the private and public keys.

CSR configuration (“recipe”)

When the application form is completed, a configuration file (referred to here as a “recipe”) for the CSR is generated.
The applicant must enter the company’s kennitala and select a Common Name (CN) for the certificate.

The Common Name (CN) is displayed when viewing the certificate in the computer’s certificate store, so it should clearly
describe the certificate.



The CN, the company’s kennitala, and the company name (retrieved from the national registry), along with additional
information, are used to generate the CSR configuration.
This configuration is displayed in Step 2 of the application form.

Below is an example of such a configuration:

cd\

c:

mkdir csr

cd csr

chep 1252

echo [NewRequest] > 5210002790.inf

echo Subject = "CN=Audkenni-Préfun;SERIALNUMBER=5210002790;0=Audkenni ehf." >> 5210002790.inf
echo X500NameFlags = 0x40000000 >> 5210002790.inf
echo KeySpec = 1 >>5210002790.inf

echo KeylLength = 2048 >> 5210002790.inf

echo Exportable = TRUE >>5210002790.inf

echo MachineKeySet = FALSE >>5210002790.inf

echo SMIME = False >> 5210002790.inf

echo PrivateKeyArchive = FALSE >>5210002790.inf
echo UserProtected = FALSE >> 5210002790.inf

echo UseExistingKeySet = FALSE >>5210002790.inf
echo ProviderName = "Microsoft RSA SChannel Cryptographic Provider" >> 5210002790.inf
echo ProviderType = 12 >> 5210002790.inf

echo RequestType = PKCS10 >> 5210002790.inf

echo KeyUsage = Oxe0>> 5210002790.inf

echo HashAlgorithm = sha256 >> 5210002790.inf

cmd /c "certreq -new 5210002790.inf 5210002790.txt
del 5210002790.inf

type 5210002790.txt

CSR framleitt!

The applicant must copy this text, open the Command Prompt (cmd) on the computer, and paste the text into the window.
It is recommended to use Ctrl+V to paste.

To open the Command Prompt, press the Windows key (to the left of the space bar), type cmd, and press Enter.

As soon as the configuration text is pasted into the Command Prompt window, the process starts automatically.

This process generates the private key and displays the CSR on the screen.

The CSR is also saved as a text file in a folder named csr on the C: drive of the computer.

The file is named using the company’s kennitala.

The CSR must then be copied and pasted into the application form, after which the applicant can proceed to the next step.

Below is an example of what a CSR looks like:

————— BEGIN NEW CERTIFICATE REQUEST-----)
KoZlhveNAQELBQADggEBAEIHQE683DUycpZnGcozoKIGI1uNZy8+k7xgHHtMrMLsA
plewkIWgBIS/1zEzaEanMIrnT+2V3fHMZEp86N6+FL5LM2XIs+b4Bk52C/UP/z6S
2R6M4dHdqRY1bpPQhcO7IwUXjLpmAIwFOxL+kyFA16mfZ01k4pzulgN4yOMXsMWq
bzeOC92vgUvqBwNkyfL+psn1Ly9i2pjVvd1f7eTxkZ/R39yenbMI30sXmzJQuFjt
JRUGjSZSKCIYluUuzRNwtaXIb1I6REYpO8DXwl4XIQn/iidg/sdm+P+mP+OdMRH6
Nx2wlttPQ1Cty9/FGDs097QGqcnSCg4Enli3+lkpavyY=

————— END NEW CERTIFICATE REQUEST-----



3. Installing the Islandsrét root certificate and the Fullgilt audkenni
intermediate certificate

For the Equipment Certificate to function correctly, both the islandsrét root certificate and the Fullgilt audkenni
intermediate certificate must be installed on the computer.

If Equipment Certificates have not previously been used on the computer, it is likely that islandsrét and the intermediate
certificate (Fullgilt audkenni) need to be installed.

The safest approach is to check the computer’s certificate store to verify whether these certificates are already present.

Checking the certificate store using Microsoft Management Console (MMC)
The Microsoft Management Console (MMC) is used to view the computer’s certificate store.

To start MMC:

1. Press the Windows key (to the left of the space bar).
2. Type mmc without selecting anything.

3. The mmc icon should appear — click it.

4. MMC opens and displays the Console window.

mmc
Run command

Adding the Certificates snap-in

In the Console window:

1. Select File. 2. Select Add/Remove Snap-in...
The Add or Remove Snap-ins windows opens.

Consolel - [Console Root] - o X
File  Action View Favorites Window Help _5lx
& Ctrl+N
3 2 Curl+0 o
Save Crl+$ Console Root -
Save A, 1 There are no items to show in this view. onsole Roo
More Actions »
Add/Remove Snap-in... Ctrl+M

N Consolel.msc

3 perfmon.msc

4 C\Users\..\Desop\AD.msc

Exit

Enables you to add snap-ins to or remove them from the snap-in censole.
The Add or Remove Snap-ins windows opens.
1. Select Certificates. 2. Click Add > 3. Click OK

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n Vendor -~ [ console Root Edit Extensions...
- |ActiveX Contral Microsoft Cor ‘°‘u Certificates - Current User 2
— g o emove
Autﬁorizaﬁon Manager Microsoft Cor...
B Certificates Microsoft Cor...
. Componey Micrasoft Cor... Maove Up
A computer . Microsoft Cor. .. e
. . Move Down
= Device Mal Microsoft Cor... Add >
_| DFS Managemekt Microsoft Cor...
i Disk Managemen Microsoft and...
@Evant Viewer Microsoft Cor...
_| Folder Microsoft Cor...
_: Group Policy Object 1 Microsoft Cor...
.@. IP Security Monitor Microsoft Cor... 2
.g IP Security Policy M...  MigosoftCor... Advanced...
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or & computer.

3 ——
ﬁ OK Cancel

The Add or Remove Snap-ins window closes, and Certificates is now visible in the Console window.



ConsoIeI - [Console Root]

ﬁ File Action View Favorites Window Help

Sl d = H

|| Console Root Name

> Certificates - Current User 5H Certificates - Current User

Verifying certificate installation
Click the arrow to the left of Certificates under Console Root to expand the tree structure.

Console1 - [Console Root]

ﬁ File Action View Favorites Window Help
Lo = H

|| Console Root Name
v ¥ Certificates - Current User

> ] Personal

> [ Trusted Root Certification Authorities

> [ Enterprise Trust

> [ Intermediate Certification Authorities

> [ Active Directory User Object

> [ Trusted Publishers

> ] Untrusted Certificates

> [ Third-Party Root Certification Authorities

> [ Trusted People

> [ Client Authentication Issuers

> [ Other People

> [ CurrentUser

> [] Dokobit

> [ ISIGN

> [l Local NonRemovable Certificates

> [ LocalMachine

> [] MSIEHistoryJournal

> [ Certificate Enrollment Requests

> [] Smart Card Trusted Roots

L3 Certificates - Current User




Root certificate — islandsrét must be located under: Trusted Root Certification Authorities / Certificates

& File  Action
e a@E B XE:= HE

View  Favorites

Window Help

1 Console Root Issued To Issued By Expiration Date

v Gl Certficates - Current User [5) GeoTrust Global CA GeaTrust Global CA 21.5.2022
- - i:ztn:j‘Rnut Certification Authorities [l GenTrust Primary Certification ... GeoTrust Primary Certification Au..  16.7.2036
- Certificates 5] GeoTrust Primary Certification ...  GeoTrust Primary ication Au... 18.1.2038
] E;tarprise Trust (5] GeoTrust Primary Certification ... Certification Au... 1122037
| Intermediate Certification Authorities SlGlobalSign 18.3.2029

=] Active Directory User Object 5l GlobalSign 15.12.2021
“| Trusted Publishers L5l GlobalSign Root CA lobalSign Root CA 28.1.2028
< Untrusted Certificates [5]Go Daddy Class 2 Certificgi##ff ... Go Daddy Class 2 Certification Au... 29.6.2034

“| Third-Party Root Certification Authorities [51Go Daddy Rogt Cer . Go Daddy Root Certificate Author...  31.12.2037
| Trusted People J;JGTE CyberTy GTE CyherTrust Global Root 13.8.2018
| Client Authentication lssuers S Hotspot Hotspot 2.0 Trust Root CA - 03 8122043
| Other People ElIslandsrot Islandsrot 2.12.2055

1 ISIGN EglMicrosec e-Szigno Root CA 2009 Microsec e-Szigno Root CA 2009 30.12.2029

“| Local NonRemovable Certificates g Microsoft Authenticode(tm) Ro... Microsoft Authenticode(tm) Root...  31.12.1999
| MSlEHistoryJournal 5 Microsoft ECC Product Root Ce.. Microsoft ECC Product Root Certin,  27.2.2043

.7_ Certificate Enroliment Requests I Microsoft Root Authority Microsoft Reot Authority 31.12.2020

Note: It is normal for many other certificates to be present in this location.

The Fullgilt audkenni intermediate certificate must be located under Intermediate Certification Authorities/Certificates

& File Action
e rm 4RI XER BE

View Favorites Window Help

“| Console Root Issued To Issued By Expiration Date
v G5 Certficates - Current User 5 DigiCert SHAZ Assured ID Code... DigiCert Assured ID RgotTA 22102028
| Personal o N 5 DigiCert SHA2 Extended Validati... TnceEV Root.. 2210.2023
- Z:i:tr:dniu_?:uitemﬁ(atmn Authorities 5/ DigiCert SHA2 High Assurance .. Assurance EV Root 22.10.2028
- = \ntermediate Certification Authorities I DigiCert SHA2 Secure Server CA Digi Global Root CA 8.3.2023
- Certificate Revocation List gl Entrust Certification Authority -... rust.net Certification Authority...  11.11.2021
“ Certificates E5lEntrust Certification Authorjp#®.. Entrust Root Certification Autheri.,  5.12.2030
7| Active Directory User Object Sl Entrust Class 2 Cli Entrust.net Certification Authority...  12.11.2021
Trusted Publichers L3l Entrust.net Cert uthor... Entrust.net Certification Authority... 24.7.2029
: Untrusted Certificates E Fullgitt audkenni Islandsrot 16.11.2032
“| Third-Party Root Certification Authorities _gJGand\ Standard SSLCA 2 USERTrust RSA Certification Auth...  11.9.2024
“| Trusted People gl GeoTrust DV SSL CA - G3 GeoTrust Global CA 20.5.2022
_| Client Authentication Issuers 5] GeoTrust RSA CA 2018 DigiCert Global Root CA 6.11.2027
~| Other People 5] GeoTrust SSL CA - G3 GeoTrust Global CA 205.2022
7 1SIGN [ GlobalSign GlobalSign Root CA 1232019
71 Local MonRemovable Certificates GlobalSign CloudSSL CA - SHA...  GlobalSign 19.8.2025
_: MSIEHistory)ournal 5 GlobalSign Organization Validat... GlobalSign Root CA 20.2.2024

If certificates have previously been used on the computer, these certificates may already be installed.
If you are unsure, it is recommended to install them anyway — installing them again will not cause any issues.

Downloading the certificates

Both certificates can be downloaded from the Audkenni website:
https://www.audkenni.is/en/information/company-registration-certificate/audkenni-credential-chain
Both certificates must be installed. The installation process is the same for each certificate.

Installing a certificate
1. Save the .cer file to the computer.
2. Right-click the file and select Install Certificate.

The Certificate Import Wizard opens.

1. Click Next.
2. Select Automatically select the certificate store based on the type of certificate.
3. Click Next.


https://www.audkenni.is/en/information/company-registration-certificate/audkenni-credential-chain

& L Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(@) Automatically select the certificate store based on the type of certificate

() Place &l certificates in the following store

Cancel

The Completing the Certificate Import Wizard screen appears. Click Finish.
After a short moment, a message appears stating: “The import was successful.”

o The import was successful.

oK

Trust confirmation for islandsrét

When installing the islandsrét root certificate for the first time, a warning message appears asking whether you want to trust
the root certificate.

Click Yes to trust the root certificate.

If Yes is not selected, the computer will not trust islandsrét, and the Equipment Certificate will not function on this computer.

You are about to install a certificate from a certification
! autharity (CA} claiming to represent:

Islandsrot

‘Windows cannot validate that the certificate is actually from
“Islandsrot”, You should confirm its origin by contacting
“Islandsrot”, The following number will assist you in this
process:

Thumbprint (shal): 9965F6AF 0BDIBCSE 21054AF2 B346C196
T2D94AED

‘Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes® you acknowledge this risk.

Do you want to install this certificate?

4. Installing the Equipment Certificate on the computer

The Technical Contact should have received a .cer file from Audkenni.

This file may be shared with banks and other parties, as it does not contain the private key of the certificate. Some banks
request this file when setting up a new Equipment Certificate.

The .cer file must be installed on the same computer where the CSR was generated.

During installation, the public key locates the existing private key on the computer. Together, they form a complete
Equipment Certificate.



Viewing the certificate file

The file can be viewed by double-clicking it.

R

General Details Certification Path

R Certificate Information

» All application polices

*Refer to the certification authority's statement for details.

This certificate is intended for the following purpose(s):

Issued to:  Audkenni broun

Issued by: Fulgit sudkenni

valid from 3.10.2012 to 3.10.2020

Install Certificate...

Installing the certificate

Right-click the .cer file, select Install Certificate. The Certificate Import Wizard opens.

Certificate Import Wizard

Issuer Statement

oK

R

General Detals Certification Path

Show: | <All> he

Field Value
DSEHE\ number 1bd7d1
- |signature algorithm sha256RSA
[E]signature hash algorithm ha256

Issuer Fullgilt audkenni, Utgefandi full...
[E]vald from fimmtudagur, 3. oktdber 2018 ...
[Evaid to laugardagur, 3. oktdber 2020 ...
Dsubject Augkenni bréun, 5210002790, ...
[=lE it ke DEA (7N4R Rite)

[N = Augkenni broun
SERTALNUMBER. = 5210002790
OU = Augkenning og undirritun
OU = Bunadarskiriki

c=Is

0 = Audkenni ehf.

Edit Properties...

You can choose between the Current User or Local Machine certificate store.

Copy to File...

It should appear similar to the example shown below.

General Details Certification Path

Certification path

[ Islandsrot
) Miliskiri (Fullitt audkenni)
[5] Audkenni bréun

Certificate status:

’ms certificate s OK.

oK

In the CSR instructions, the Current User store was used. For consistency, the same option must be selected here.

Select Current User, Click Next.

i Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation

lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is & confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(®) Current User
(O Local Machine

To continue, dick Next.

Cancel

Select Automatically select the certificate store based on the type of certificate, click Next.



& ¢ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedfied the following settings:
Certificate Store Selected Automatically determined by the wizard
Content Certificate

Finish Cancel

After a few seconds, a confirmation message appears. Click OK to close the message. Certificate Import Wizard
The Equipment Certificate is now installed on this computer.
o The import was successful.

OK

To ensure that everything is correctly installed, it is recommended to verify the
certificate. The certificate should be located under: Personal/Certificates.

File Action  View Favorites Window  Help

e aE FBIXE R HE
| Console Root Issued To - Issued By
v _ajJ C.ErtIfICEtES- Current User %5 Audkenni Préfanir Fullgilt audkenni
~ [ 7| Personal
| Certificates

| Trusted Root Certification Authorities
~| Enterprise Trust

| Intermediate Certification Authorities
~| Active Directory User Object

~| Trusted Publishers

| Untrusted Certificates

Tvismelltu a skilrikid og pa feerdu pessa mynd:

R

General  Details Certification Path

g Certificate Information

This certi s i for the i s):
= All application polices

*Refer to the certification authority's statement for details.

TIssued to: auakenni ehf,

Issued by: Fuligilt audkenni

Valid from 1. 10.2015 to 1.10.2020

' Youhave a private key that corresponds to this certificate.

Issuer Statement

Double-click the certificate and You should see the following message:
“You have a private key that corresponds to this certificate.”
This confirms that the private key and public key are correctly linked.



General Details Certification Path

Certification path

(55 Islandsrot
“-{Zg] Fullgitt audkenni
(5] Nafn skilrikis

Certificate status:

!Tms certificate is OK.

OK.

Verifying the certification path

Select the Certification Path tab.

The certification path should appear as follows:
islandsrét - Fullgilt audkenni - Your certificate

If a red cross appears over islandsrét or Fullgilt audkenni, the corresponding certificate must be installed on the computer.

If everything appears correct, the certificate can now be exported to a .pfx file and installed on additional computers if
required.

Instructions for exporting the certificate are provided in the next section.

10



5. Installing the certificate on additional computers — exporting the
Equipment Certificate to a .pfx file

If the Equipment Certificate needs to be installed on additional computers, it can be exported to a .pfx file.
The .pfx file contains:

e  the private key

e the public key

e theintermediate certificate (Fullgilt audkenni)

e the root certificate (fslandsrot)

Exporting the certificate
In the MMC Console, locate the Equipment Certificate under:
Personal / Certificates

1. Right-click the Equipment Certificate.

2. Select All Tasks > Export...

@ File Action View Favorites Window Help
e nF 4B XE = HE

“| Console Root Issued To Issued By Expiration Date  In
v CE’;'F"“ESI' Current User 55 Alvogen Iceland Troustur bunadur 15.2.2018 <
v _Ersgr:f n gl Alvotech buinaBarskilriki Traustur bunadur 7.9.2017 <
~ Leniiicates Sl Arctica Traustur bunadur 26.4.2018 <
_| Trusted Root Certification Authorities @ .
udkenniTest raustur bunadur 6.
Enterprise Trust 25l AudkenniTest Traustur bunad 8.6.2020 <
| Intermediate Certfication Authorities Col AuBlenni Troustur bunadur 16.5.2018 <
i 3 ZE 3 = 2023 .
7 Active Directory User Object udkenni B gilt audkenni profun test 410.2023 <
Trusted Publishers Gladhugbnaa  Open bstur bunadur 13.5.2017 B
| Untrusted Certificates 5] Bitar ehf All Tasks > Open ]
| Third-Party Root Certification Authorities || F¢l Bunadarski . . <
| Trusted People 5] Bunadarski Cut Request Certificate with New Key... .
_| Client Authentication ssuers ZlBanadarski Copy Renew Certificate with New Key... <
“| Other People [l Binadarski Delete <
>
| 1SIGN 5] Banadarski Advanced Operations «
“ Local NonRemovable Certificates 3l Binadarski Properties Export... <
| MSiEHistoryloumal 5] Bunadarski Help Stur Bunadur TE20TT <
_| Certificate Enrollment Requests _QJBunaﬁarskhrmv-rtmnnn—rmEstur bunadur 13.2.2021 <
-| Smart Card Trusted Roots [ Binadarskilriki SparisiéBur Aust... Traustur bunadur 16.5.2021 B

The Certificate Export Wizard opens: Click Next. Select Yes, export the private key.

€ L¥ Certificate Export Wizard

Export Private Key
ou can choose to export the private key with the certificate,

Private keys are password protected. If you want to expart the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
(®) Yes, export the private key
Oho it export the private key

Cancel

Click Next

Export file format and security
1. Select Password:
2. Enter a strong password.
(This password protects the file and is required when installing the certificate on another computer)
3. Under Encryption, keep the default setting: TripleDES-SHA1

11



€ L¢ Certificate Export Wizard

Security
To maintain security, you must protect the private key to a security principal or by
using a password,

[]Group or user names (recommended)

[APassword:

Confirm password:

Encryption: | TripleDES-SHAL v

Click Next.

Selecting file location
1. Click Browse.
2. Choose where the certificate file should be saved and enter a file name.
3. Click Save.
The selected file path and name are displayed in the File name field of the Certificate Export Wizard.

& ¥ Certificate Export Wizard

File to Export
Spedfy the name of the file you want to export

File name:
i \Flutningur\Cert\AudkenmiProfanir pfx Browse. .

Cancel

Completing the export
1. Click Next.
2. Click Finish.
A confirmation message appears stating:
“The export was successful.”
Click OK.
Both windows close, and the Equipment Certificate, including the full certificate chain, is now saved as a .pfx file at the
selected location.

Installing the certificate on another computer
To install the certificate on another computer:
1. Double-click the .pfx file.
The Certificate Import Wizard opens.
Keep all settings at their default values and click Next twice.
Enter the password that was created during export.
Click Next twice.
6. Click Finish.
The Equipment Certificate, including islandsrét and Fullgilt audkenni, is now installed on the computer.

vk wn
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6. Accounting systems and banks

If you use the Equipment Certificate for communication between an accounting system and banks, it
is recommended to contact the banks you are integrating with.

Some banks need to be informed when a new Equipment Certificate is issued, and some may request
a copy of the certificate’s public key.

In such cases, it is acceptable to send the .cer file, as it does not contain the private key.

7. Login using electronic certificates on websites

Service providers that use electronic certificates for login to their websites must install an Equipment
Certificate, and Audkenni must register the certificate’s public key in its systems.

Login will not work unless the service provider provides Audkenni with a copy of the certificate’s
public key.

If a service provider installs a new Equipment Certificate, a copy of the new public key must be sent
to Audkenni.

8. Support
If you encounter issues and these instructions do not resolve them, you can contact Audkenni:

e Telephone: +354 530 0000

e Email: audkenni@audkenni.is
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